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DETAILED ACTION 

Claims 1-72 have been considered. 

Claim Rejections - 35 USC §112 

5 

The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
10 set forth the best mode contemplated by the inventor of carrying out his invention. 

Claims 35,41,47,52,58,62,67, and 70 are rejected under 35 U.S.C. 112, first paragraph, as failing 
to comply with the enablement requirement. The claim(s) contains subject matter which was not 

15 described in the specification in such a way as to enable one skilled in the art to which it pertains, or with 
which it is most nearly connected, to make and/or use the invention. 

The claims describe the use of a public key as the encryption key for a digital signature and a 
private key as the decryption key. It is commonly known in the art that a digital signature is based on a 
user signing a hash with his privately held private key. The general public can then verify that the user is 

20 who he says he is through the publicly known public key. Furthermore, the applicant writes, "To verify 
digitally signed video content... a private key is used as the encryption key and a public key is used as 
the decryption key" (Specification page 9). Since the applicant suggests that he is using the commonly 
known standard of creating a digital signature, the claims have been rejected for not being enabled. 

25 Claims 48 and 53 are rejected under 35 U.S.C. 1 12, first paragraph for being dependent on claim 

47. Since claim 47 is not enabled, neither is claim 48. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 
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The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

5 Claims 1,7,10,16,20,24,26,30,33,34,37,39,43,46,51,57,59,61,63,66, and 69 are rejected under 

1 12 2 nd paragraph. The term "substantially" as used in the phrases "substantially identical" and 
"substantially continuous" in the above claims is a relative term which renders the claims indefinite. The 
term "substantially" is not defined by the claim, the specification does not provide a standard for 
ascertaining the requisite degree, and one of ordinary skill in the art would not be reasonably apprised of 
10 the scope of the invention. 



Claim Rejections - 35 (JSC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

15 (a) A patent may not be obtained though the invention is not identically disclosed or described as set 

forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

20 

Claims 1,4-10,13-20,23-26,29-33,36-39, and 42-45 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Matsushita, EP Patent Application No. EP 1,096,714 A2, in view of Jones, U.S. Patent 
No. 5,623,637. 

25 

As per claims 1,10,20,26,33, and 39, the applicant describes a system for automatically 
protecting private video content using cryptographic security for legacy systems comprising the following 
limitations which are met by Matsushita in view of Jones: 

a) recording logic intercepting a substantially continuous video signal representing video content 
30 in the process of being recorded on a transportable storage medium (Matsushita: Col 3, lines 25-52; 51 of 
Fig 4); 
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b) a frame buffer dividing the intercepted substantially continuous video signal into individual 
frames during recording, each individual frame storing a fixed amount of data in digital form, and 
combining decrypted frames into a substantially continuous video signal during playback (Matsushita: Col 
3, lines 25-52; 53 of Fig 4); 

5 c) a processor encrypting each individual frame into encrypted video content using an encryption 

cryptographic key and storing the encrypted frames during recording and retrieving the encrypted frames 
and decrypting each encrypted frame using a decryption cryptographic key during playback (Matsushita: 
Col 3, lines 25-52; 54 of Fig 4); 

d) reading logic outputting the substantially continuous video signal as video content in the 
10 process of being played from the transportable storage medium (Matsushita: Col 3, lines 25-52; 55 of Fig 
4); 

Matsushita describes an encryption control apparatus which receives content data, such as video 
data, from a device such as "portable information equipment" (Col 9, lines 51-52) or a video recorder and 
frames, encrypts, and stores the received information to a memory card (Col 9, line 46 to Col 10, line 4). 
15 When the information is reproduced, such as during playback, the encryption control apparatus decrypts 
the frames one by one through the extraction unit and combines the decrypted frames with their 
appropriate headers as output. Matsushita describes all the limitations of parts a) through d) of the above 
claim. 

However, Matsushita fails to disclose that his system takes place on transportable storage 
20 medium such as the memory card itself. Since Matsushita's system fails to take place on transportable 
storage medium, it is not suitable for legacy systems. Jones describes a system similar to Matsushita's in 
which a unique memory card accepts data which is intended to be written to the memory card and 
automatically encrypts the data for storage. When the data is to be read, such as during playback of the 
content, the data is decrypted by a decryption key upon the user supplying appropriate credentials 
25 (Jones: Col 6, lines 5-21). Furthermore, Jones' unique memory card satisfies the applicant's limitation of 
being suitable for legacy systems because the unique memory card can be used with a legacy system 
since the legacy system does not need to be altered. 
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Implementing the ideas of Matsushita's encryption control apparatus in Jones' system is easily 
done by replacing the Encrypt-Decrypt module of Jones (177 of Fig 1) with the Encryption Control module 
of Matsushita (50 of Figs 3 and 4). Also, Jones' processor (Jones 260 of Fig 1 ; Col 6, lines 11-14) which 
controls the Encrypt-Decrypt module would now control the Encryption Control module. It would have 
been obvious to one of ordinary skill in the art at the time the invention was filed to incorporate Matsushita 
with the ideas of Jones because Jones merely describes the encryption and decryption of data and 
Matsushita describes a special way of encrypting and decrypting data (extracting frames of data and 
encrypting the individual frames) which is the typical way video and audio content is processed and 
stored. Thus, when audio-video data is being recorded onto the memory card of Jones' system, it would 
be appropriate to frame the data and encrypt the individual frames for storage. 

As per claims 4 and 13, the applicant describes the system according to claim 1 (etc), which is 
met by Matsushita in view of Jones (see above), with the following limitation which is met by Jones: 

A validation module validating the decryption cryptographic key against user-provided credentials 
prior to decrypting the encrypted frames (Jones: Col 8, lines 52-63). 

As per claims 5,14,23,29,36, and 42, the applicant describes the system according to claim 1 
(etc), which is met by Matsushita in view of Jones (see above), with the following limitation which is met 
by Jones: 

An asymmetric cryptographic key pair comprising a public key corresponding to the encryption 
cryptographic key and a private key corresponding to the decryption cryptographic key (Jones: Col 6, 
lines 5-10; Col 1, lines 41-49); 

Jones discloses that the encryption/decryption key algorithm is "preferably... symmetrical key 
algorithm" (Col 6, line 8). Since the two types of encryption algorithms are symmetrical and asymmetrical, 
Jones also leaves the system open to asymmetric key cryptography. Furthermore, Jones discusses the 
use of asymmetric key cryptography, in particular the RSA algorithm, as a means of encryption/decryption 
(Col 1, lines 41-49). 
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Combining Jones with his disclosure in the prior art and his implication that asymmetric key 
cryptography can be used in the system, the encryption/decryption module can encrypt the content with a 
public or private key obtained in the EEPROM (257 of Fig 1) of the smartcard IC and decrypt the content 
with the corresponding public or private key obtained from the EEPROM when the content is being 
5 decrypted. 



As per claims 6 and 15 the applicant describes the system according to claim 5 (etc), which is 
met by Matsushita in view of Jones (see above), with the following limitation which is met by Jones: 

Wherein the asymmetric cryptographic key pair comprises at least one of an RSA-compatible key 
10 pair, a TwoFish-compatible key pair and a Diffie-Hellman-compatible key pair (Jones: Col 1, lines 41-49). 



As per claims 7,16,24,30,37, and 43, the applicant describes the system according to claim 1 
(etc), which is met by Matsushita in view of Jones (see above), with the following limitation which is met 
by Jones: 

15 A symmetric cryptographic key pair comprising a substantially identical key corresponding to 

each of the encryption cryptographic key and the decryption cryptographic key (Col 6, lines 5-10). 

As per claims 8,17,25,31,38, and 44, the applicant describes the system of claim 1 (etc), which is 
met by Matsushita in view of Jones (see above), with the following limitation which is met by Jones: 
20 A removable storage medium storing at least one of the encryption cryptographic key and the 

decryption cryptographic key (Jones: Col 6, lines 5-10); 

The removable storage medium is the memory card which has the smartcard IC on it which 
stores the encryption and decryption cryptographic keys in its EEPROM. 



25 



As per claims 9 and 18 the applicant describes the system of claim 8 (etc), which is met by 
Matsushita in view of Jones (see above), with the following limitation which are met by Jones and 
Matsushita: 
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A set of cryptographic instructions stored on the removable storage medium and employing at 
least one of the encryption cryptographic key and the decryption cryptographic key (Jones: Col 6, lines 5- 
10; Matsushita Col 3, lines 25-52); 

Both Jones and Matsushita disclose encryption/decryption modules which contain instructions for 
5 encrypting and decrypting a set of data. 

As per claims 19,32, and 45, the applicant describes the method according to claims 
10,11,12,13,14,16,17, or 18 (etc), which are met by Matsushita in view of Jones (see above), with the 
following limitation which is met by Jones: 
10 A computer readable storage medium holding code for performing the method of claims 

10,11,12,13,14,16,17, or 18 (Col 2, lines 10-22); 

The computer readable storage medium is a memory card in the preferred embodiment which 
inherently contains code to execute the encryption/decryption method of the system. 

15 Claims 2-3,12,21-22,27-28,46,48-50,57,59-61, and 63-65 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over Matsushita in view of Jones in further view of Friedman, U.S. Patent No. 
5,499,294. 

As per claims 2,21, and 27, the applicant describes the method according to claim 1 (etc), which 
20 is met by Matsushita in view of Jones (see above), with the following limitation which is anticipated by 
Friedman: 

An authentication module generating a fixed-length original cryptographic hash from at least one 
such individual frame, encrypting the original cryptographic hash using an encryption cryptographic key, 
storing the encrypted original cryptographic hash as a digital signature on a transportable storage 
25 medium, decrypting the encrypted original cryptographic hash using a decryption cryptographic key, 
generating a verification fixed-length cryptographic hash from at least one such individual frame, and 



Application/Control Number: 09/931 ,794 Page 8 

Art Unit: 2137 

comparing the verification cryptographic hash and the original cryptographic hash (Friedman: Col 4, line 
63 to Col 5, line 14; Col 5, lines 49-65); 

Matsushita in view of Jones describes all the limitations of claims 1, 20, and 27. However, 
Matsushita in view of Jones fails to describe an authentication module for verifying the authenticity of the 
5 data. 

Friedman describes a video camera system, similar to that of the Friedman and Matsushita, in 
which individual image frames are hashed, a digital signature is created for the image frames, and the 
digital signature is stored with the image frames so that authenticity can be proven when desired. 

It would have been obvious to one of ordinary skill in the art at the time the invention was filed to 

10 incorporate the ideas of Friedman with those of Matsushita in view of Jones for the purpose of 

authenticating data on the memory card so that encrypted stored data can be verified when it is decrypted 
in order to prove that the data has not been tampered with since storage. 

Incorporating Friedman into the system of Matsushita in view of Jones would be easy. The 
authentication module would be comprised of two parts and would be positioned immediately left of the 

15 Encryption Control unit. The first part would be implemented when data is received from the host 

computer and would create a digital signature, store the digital signature, and transmit the normal image 
file to the Encryption Control Unit. The first part would be comprised of Fig 3B of Friedman. The second 
part, Fig 3C of Friedman, would be implemented when data is received from the Encryption Control Unit 
and would retrieve the digital signature, decrypt the digital signature, calculate a new hash, and compare 

20 the new hash with the decrypted digital signature to check for authenticity. 

As per claims 3,12,22, and 28, the applicant describes the system according to claim 2 (etc), 
which is met by Matsushita in view of Jones in further view of Friedman (see above), with the following 
limitation which is met by Jones and Friedman: 
25 An asymmetric cryptographic key pair comprising a private key corresponding to the encryption 

cryptographic key and a public key corresponding to the decryption cryptographic key (Jones: Col 6, lines 
5-10; Col 1, lines 41-49; Friedman: Abstract); 
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Both Jones and Friedman discuss the use of asymmetric cryptography. 

As per claim 46, the applicant describes a method for automatically authenticating private video 
content using cryptographic security for legacy systems in which parts a), b), and d) have been previously 
5 discussed as rejected under Matsushita in view of Jones (see rejection for claim 1) and part c) has been 
previously rejected under Friedman (see rejection for claim 2). 

As per claims 48-50, the applicant describes the limitations of claim 6,8,9 respectively and are 
rejected for the same reasons as claims 6,8, and 9 but are now rejected under Matsushita in view of 
10 Jones in further view of Friedman rather than Matsushita in view of Jones. 

As per claim 57, the applicant describes a system for digitally signing private video content using 
cryptographic security for legacy systems comprising parts a) and b) which are rejected under Matsushita 
in view of Jones as previously discussed (see claim 1) and part c) which is rejected under Friedman (see 
15 claim 2). 

As per claims 59 and 60, the applicant describes the limitations of claims 7 and 8 and are 
rejected for the same reasons as claims 7 and 8 but are now rejected under Matsushita in view of Jones 
in further view of Friedman rather than Matsushita in view of Jones. 

20 

As per claim 61, the applicant describes a method for digitally signing private video content using 
cryptographic security for legacy systems comprising parts a) and b) which are rejected under Matsushita 
in view of Jones as previously discussed (see claim 1) and parts c),d), and e) which are rejected under 
Friedman (see claim 2). 

25 
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As per claims 63-64, the applicant describes the limitations of claims 7 and 8 respectively and are 
rejected for the same reasons as claims 7 and 8 but are now rejected under Matsushita in view of Jones 
in further view of Friedman rather than Matsushita in view of Jones. 

As per claim 65, the applicant describes the limitation of claim 19 and is rejected for the same 
reasons as claim 19 but is now rejected under Matsushita in view of Jones in further view of Friedman 
rather than Matsushita in view of Jones. 

Claims 11,34,40,51,53-56,66,68-69, and 71-72 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Matsushita in view of Jones in further view of Friedman in further view of Yokota, U.S. 
Patent Application Publication No. 2003/0120604. 

As per claims 11,34, and 40, the applicant discloses the method of claim 10 (etc), which is 
anticipated by Matsushita in view of Jones (see above), with the limitation of generating a cryptographic 
hash and comparing it with an original hash which is anticipated by Friedman (see the rejection for claim), 
and the following additional limitations which is met by Yokota: 

e) outputting the substantially continuous video signal upon successful comparison of the 
verification cryptographic hash and the original cryptographic hash (Yokota: [0571] and [0572]); 

Matsushita in view of Jones in further view of Friedman discloses all the limitations of the above 
claim except for sending the video signal based on the comparison. 

Yokota discloses the idea of only reproducing data if a successful hash comparison reveals that 
the data is authentic. It would have been obvious to one of ordinary skill in the art at the time the 
invention was filed to incorporate the ideas of Yokota with those of Matsushita in view of Jones in further 
view of Friedman and only reproduce the data if the comparison which takes place in the authentication 
module of Friedman reveals the data is authentic because unauthentic data may have been manipulated 
by a hacker. 
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This implementation would be easy. It would just require that the decrypted content which 
passes through the authentication module is sent to the host computer only if the comparison reveals the 
data is authentic. 

5 As per claims 51 ,66, and 69, the applicant describes a method for automatically authenticating 

private video content using cryptographic security for legacy systems comprising parts a),b), and g) which 
are met by Jones in view of Matsushita (see rejection for claim 1), parts c),d),e), and f) which are met by 
Friedman (see rejection for claim 2), and part g) which is met by Yokota (see rejection for claim 11). 

10 As per claims 53-55, the applicant describes the limitations of claims 6,8,9 respectively and are 

rejected for the same reasons as claims 6,8, and 9 but are now rejected under Matsushita in view of 
Jones in further view of Friedman in further view of Yokota rather than Matsushita in view of Jones. 

As per claims 56 and 72, the applicant describes the limitation of claim 19 and the claims are 
15 rejected for the same reasons as claim 19 but are now rejected under Matsushita in view of Jones in 
further view of Friedman in further view of Yokota rather than Matsushita in view of Jones. 

As per claims 68 and 71 , the applicant describes the limitation of claim 8 and the claims are 
rejected for the same reasons as claim 8 but are now rejected under Matsushita in view of Jones in 
20 further view of Friedman in further view of Yokota rather than Matsushita in view of Jones. 



Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Kevin Schubert whose telephone number is (571) 272-4239. The examiner can normally 
25 be reached on M-F 8:00-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Andrew Caldwell can be reached on (571) 272-3868. The fax phone number for the organization where 
this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent Application 
5 Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-217-9197 (toll-free). 



10 
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